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Abstract 

The development of complex future applications will de- 
pend on separation of concerns between the functional 
behavior of the applicalion, probably represenfed by an 
object-oriented program, and the resource management 
of the application. In particular, eflective fault toler- 
ance will depend on hiding the replication of objects and 
their distribution to multiple processors. 

1 Introduction 

We come to the object-oriented world from a back- 
ground in fault-tolerant distributed systems. Tradi- 
tionally, such systems have been difficult to program 
and have required programmers skilled both in the ap- 
plication domain and in system programming. The de- 
velopment timescales were long, and a high degree of 
uncertaintly pervaded the development process. 

About ten years ago, Birman developed the Isis sys- 
tem [a]. Isis is based on message passing within pro- 
cess groups and on causally or totally ordered deliv- 
ery of messages. It also detects faults and reconfig- 
ures the system to remove faulty processes. Isis sig- 
nificantly simplifies the programming of fault-tolerant 
distributed systems and has had a major impact on 
the design of such systems, both commercially and in 
research. 

Unfortunately, at least initially, Isis suffered from 
performance problems that precluded its use in real- 
time applications. More recent multicast group com- 
munication systems, such as Birman’s Horus system 
[5], Dolev’s Transis system [3], and our own Totem 
system [4], are very efficient, and can provide reliable 
totally-ordered multicast messages with no greater cost 
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than is required for point-to-point messages. Low cost 
totally-ordered messages make the design and imple- 
mentation of fault-tolerant distributed systems signifi- 
cantly simpler than in Isis where efficiency required the 
use of causally ordered messages. 

At the University of California, Santa Barbara, dur- 
ing the development of our Totem multicast group com- 
munication system, we have built several demonstra- 
tion fault-tolerant systems, such as a highly-simplified 
air traffic control system, demonstrated at the 25th 
Annual Fault-Tolerant Computing Symposium. These 
systems were built by MS. students, typically quite ca- 
pable and probably better than the average industrial- 
strength application programmer. 

It is our judgment, having watched these stu- 
dents building their demonstration systems, that the 
message-passing group communication paradigm is 
still too complex and difficult, and will preclude 
the widespread development and application of fault- 
tolerant distributed systems. Too much of the main- 
tenance of consistency of replicated information, too 
much of the fault detection and recovery, too much of 
the membership and induction of new members, is vis- 
ible to the application programmers. These are very 
difficult problems, difficult even for expert program- 
mers and experienced researchers; they should not be 
programmed by application programmers. 

We are now entering a new era in computing, par- 
ticularly in real-time computing. In the past our ap- 
plications have been limited by inadequate memory, by 
inadequate processing speed, and by inadequate com- 
munication bandwidth. Modern computer and com- 
munication hardware technology have already largely 
eliminated these limitations, and improvements in the 
performance of hardware continue apace, as do reduc- 
tions in its cost. Meanwhile, the complexity of our ap- 
plication software has increased substantially, greatly 
increasing the difficulty of its development. It, is un- 
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Figure 1: Structure of the Realize System. 

doubtedly true that some of our real-time applications 
will be able to use every processor cycle and every 
communication bit that we can make available, but it 
is clear that the primary limitation on future fault- 
tolerant real-time systems will be the development of 
the application software, rather than the availability of 
hardware resources. 

It is our belief that, to make distributed systems 
and fault tolerance widely available, we must be able 
to separate the programming of the functionality of 
the application from the programming of the efficient 
management of resources. The functional behavior 
of the application must be programmed by program- 
mers who understand the application. The program- 
ming of fault tolerance, of maintaining the consistency 
of replicated information, of assigning objects across 
a distributed system, of load balancing and real-time 
scheduling should be undertaken by programmers with 
expertise in those specific areas. 

distribution, consistency and fault tolerance, and in- 
deed all of the message passing, are hidden from the ap- 
plication programmer. Undoubtedly, we will incur ad- 
ditional processing costs compared to a custom-crafted 
fault-tolerant distributed system, but processors are 
cheap and becoming cheaper, and programmers are ex- 
pensive and becoming more expensive. For many sys- 
tems the most important criterion is the timescale to 
fielding a reliable, effective application system. 

2 The Realize System 

The structure of our system, called Realize, is shown 
in Figure 1. At the top, an object-oriented application 
program runs above a CORBA ORB. Real time and 
fault tolerance are still quite small markets, and they 
also present substantial difficulties. Consequently, it 
is unlikely that a major commercial ORB vendor will 
seek to address them. Conversely, it is unlikely that a 
customized ORB, developed specifically for fault toler- 
ance and real time, will be able to match a commercial 
ORB in efficiency, features, and ease of use. It is there- 
fore important that our approach should be able to use 
existing commercial CORBA ORBS straight out of the 
box without any modification. 

Consequently, at the University of California, Santa Fortunately, all ORBS are designed to provide the 
Barbara, we are moving beyond message-based mul- IIOP interface that permits interworking among ORBS 
ticast group communication protocols towards a from different vendors or operating on different plat- 
paradigm in which the application programmer writes forms. The IIOP interface is simple and tightly defined 
a CORBA object-oriented program as though it were to to ensure interworking. The ORB invokes TCP/IP to 
run on a single processor. All of the object replication, communicate the messages of IIOP, but the Realize 
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Interceptor mechanism intercepts those calls to TCP 
and redirects them to the Realize Replication Man- 
ager. The Interceptor mechanism is derived from the 
Catcher program of Schauser [l] at UCSB, and uses the 
Unix /proc command which was originally intended for 
debugging and monitoring. 

The Realize Replication Manager multicasts opera- 
tions to multiple replicas of objects, using the Totem 
group communication system to achieve reliable totally 
ordered multicasting of messages at a cost no higher 
than that of point-to-point TCP/IP message transmis- 
sion. Communication is still possible with unreplicated 
objects, supported by ORBS that have not been ex- 
tended by Realize. Communication with such objects 
continues to use IIOP over TCP/IP. 

The Replication Manager is responsible for ensur- 
ing that all replicas of an object remain consistent, for 
which it uses the total order on messages provided by 
Totem. The Replication Manager is also reponsible for 
fault recovery following a fault. Either active or pas- 
sive replication can be used as appropriate for each ob- 
ject. The replication of objects is completely invisible 
to the application, and indeed even to the ORB. They 
do not need to know how many replicas exist, which 
type of replication is being used, or where the replicas 
are located. The object-oriented program is written as 
though it were to run on a single computer without any 
replication. 

To the left of Figure 1 is the Realize Resource Man- 
ager. The objects of the application program are writ- 
ten, and execute, without knowledge of how they are 
distributed across multiple processors. The IDL speci- 
fications can be extended to define the resource require- 
ments of each object and the quality of service require- 
ments of the application. Quality of service includes 
real-time response, availability, reliability, and security. 
It is the responsibility of the Resource Manager to as- 
sign replicas of objects to processors so as to ensure 
that the quality of service requirements are satisfied. 
The Resource Manager knows nothing about the func- 
tionality of the application program; it is aware only of 
the application program’s resource requirements. Sim- 
ilarly, the application program is not complicated by 
consideration of resources and quality of service; its 
sole concern is functionality. 

As yet, we do not have adequate languages available 
for describing the quality of service requirements of the 
application, and descriptions of the resource require- 
ments of applications are still quite primitive. Ulti- 
mately, we hope, such requirements will be expressed in 
an ext#ension of IDL and will be stored in the CORBA 
Interface Repository, from which they will be retrieved 
by the Resource Manager. 

3 Conclusion 

A popular topic of research is the investigation of mech- 
anisms by which an application program can be in- 
formed of the current availability of resources and qual- 
ity of service, and can adapt either its own behavior or 
that of the infrastructure to optimize its performance 
in the current context. This research is motivated, of 
course, by the inadequate communication infrastruc- 
ture currently available and by the desire to improve 
the performance of applications operating over that in- 
adequate infrastructure. 

We believe that this approach, however necessary it 
may be in the short term, is inappropriate in the long 
term. It causes the application programs, which are 
already too complex, to become yet more complex. To 
us the only acceptable quality of service is a service 
that the application programmer can just assume and 
about which he or she does not need to worry. We be- 
lieve that, in the future, it will be cheaper to provide 
adequate resources, appropriately engineered and allo- 
cated to achieve the quality of service needed by the 
application. Any increase in program complexity will 
increase application development cost and timescale. 
This separation of concerns between the functional ap- 
plica,tion program and its resource management will 
become increasingly important as applications become 
more complex. 
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